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DETAILED ACTION 

1. Claims 1-17 have been examined and are rejected. 

Priority 

2. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which 
papers have been placed of record in the file. 

Claim Objections 

3. Claims 6, 7, 9, and 10 are objected to because of the following informality: 
misspelling of the word judgment. Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, 
subject to the conditions and requirements of this title. 

5. Claim 17 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. 

As to claim 17, the claimed language would reasonably be interpreted by one of 
ordinary skill in the art as a system of "software per se" and thus failing to fall within a 
statutory category of invention, because applicant's claimed "computer program 
product" is not embodied on a tangible computer readable medium. 
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In the context of the disclosure and claims in question, one of ordinary skill would 
reasonably interpret the "program product" as a purely software application. As such, it 
is not a machine, and it is clearly not a process, manufacture, or composition of matter. 
Thus, the claimed limitations are not limited to statutory subject matter and are therefore 
nonstatutory. 

Claim Rejections - 35 USC § 102 

6. the following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a 
printed publication in this or a foreign country, before the invention thereof by the applicant for a 
patent 

7. Claims 1-10, 16, and 17 are rejected under 35 U.S.C. 102(a) as being anticipated 
by Kuriya et al. (U.S. PGPub 2002/0152381). 

8. As per claims 1,16, and 17, Kuriya teaches a communication relay device 
connected to a home network, for relaying information between an outside 
communication device connected to an outside network and a home communication 
device connected to the home network, comprising: (Kuriya, paragraphs 0215-0219; 
see fig. 19, where the network element 202 is defined to include the networks defined in 
paragraph 0217) 

a first copyright protection unit configured to carry out a first authentication and 
key exchange processing for purpose of copyright protection between the 
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communication relay device and the home communication device on the home network; 
(Kuriya, paragraph 0255 and 0256, see fig. 20 item 223) 

a second copyright protection unit configured to carry out a second 
authentication and key exchange processing for purpose of copyright protection 
between the communication relay device and the outside communication device on the 
outside network, based on a scheme different from the first authentication and key 
exchange processing; (Kuriya, paragraphs 0219-0221, 0249-0250; see fig. 20 item 221) 

an identification information memory unit which stores an identification 
information of the outside communication device; and (Kuriya, see fig. 20 item 224 and 
the information of fig. 22) 

a bridge processing unit configured to receive an access request for the home 
network from the outside communication device, and carry out transmission/reception of 
information between the home network and the outside network only when the outside 
communication device which made the access request is stored in the identification 
information memory unit and then only when both the first authentication and key 
exchange processing by the first copyright protection unit and the second authentication 
and key exchange processing by the second copyright protection unit succeed (Kuriya, 
where a transfer request is transmitted as per paragraphs 0258-0260 only after 
processing of structure of fig. 20 authentication 221, content management 222, and 
copyright management 223 are successful, and the outside device making the request 
has been stored as per paragraphs 0251-0253). 
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9. As per claim 2 t Kuriya teaches the system further comprising a registration 
control unit configured to limit a number of outside communications devices that can be 
stored in the identification information memory unit to a prescribed number (Kuriya, see 
contents database 224 of fig. 20 that limits the outside communication devices to those 
which the user is authorized for). 

10. As per claim 3, Kuriya teaches the system further comprising a registration 
control unit configured to prohibit a deletion of a stored identification information in the 
identification information memory unit (Kuriya, see contents database 224 wherein the 
stored data is not directly modifiable by participating systems). 

11. As per claim 4, Kuriya teaches the system further wherein the identification 
Information memory unit stores in advance at least one of a device ID for identifying the 
outside communication device and a physical address of a communication interface for 
purpose of copyright protection, before transmitting contents to the outside 
communication device (Kuriya, paragraphs 0249-0254 and 0295-0308, where the 
server manages the device information prior to transmissions). 

12. As per claim 5, Kuriya teaches the system further wherein the identification 
information memory unit has a mode for storing a result of the second authentication 
and key exchange processing by the second copyright protection unit, in a state where 
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an access to the home network is permitted to the outside communication device 
(Kuriya, paragraphs 0219-0221, 0249-0250; see fig. 20 item 221). 

13. As per claim 6, Kuriya teaches the system further comprising: 

a user information memory unit which stores a user authentication information for 
the outside communication device; and an authentication judgment unit configured to 
judge whether the user authentication information of the outside communication device 
which made the access request for the home network is stored in the user information 
memory unit or not; wherein the bridge processing unit judges whether or not to permit 
an access between the none network and the outside network, according to a judgment 
result of the authentication judgment unit (Kuriya, paragraphs 0219-0221). 

14. As per claim 7, Kuriya teaches the system further comprising: 

a user information memory unit which stores a user authentication information for 
the outside communication device; and 

an authentication judgment unit configured to judge whether the user 
authentication information of the outside communication device which made the access 
request for the home network is stored in the user information memory unit or not: 

wherein the identification information memory unit stores at least one of a device 
ID for identifying the outside communication device and a physical address of a 
communication interface for purpose of copyright protection, according to a judgment 
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result of the authentication judgment unit (Kuriya, see process from paragraph 0249- 
0256). 

15. As per claim 8, Kuriya teaches the system further wherein the identification 
information memory unit has a mode for storing a result of the first authentication and 
key exchange processing by the first copyright protection unit (Kuriya, see updates 
processed on fig. 22). 

16. As per claim 9, Kuriya teaches the system further comprising: 

a user information memory unit which stores a user authentication information for 
the outside communication device; and an authentication judgment unit configured to 
judge whether the user authentication information of the outside communication device 
when made the access request for the home network is stored in the user information 
memory unit or not; 

wherein the bridge processing unit judges whether or not to permit an access 
between the home network and the outside network, according to a judgment result of 
the authentication judgment unit (Kuriya, see process from paragraph 0249-0256). 

17. As per claim 10, Kuriya teaches the system further comprising: 

a user information memory unit which stores a user authentication information for 
the outside communication device; and an authentication judgment unit configured to 
judge whether the user authentication information of the outside communication device 
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which made the access request for the home network is stored in the user information 
memory unit or not; 

wherein the identification information memory unit stores at least one of a device 
ID for identifying the outside communication device and a physical address of a 
communication interface for purpose of copyright protection, according to a judgment 
result of the authentication judgment unit (Kuriya, paragraphs 0219-0221, 0249-0250; 
see fig. 20 item 221). 

Claim Rejections - 35 USC § 103 

18. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

19. Claims 11 and 13-15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kuriya et al. (U.S. PGPub 2002/0152381) and Edson (U.S. Patent 6,526,581). 

20. As per claim 1 1 , Kuriya fails to teach the system further comprising: 

a Web page production unit configured to produce a Web page describing 
information for controlling or monitoring the home communication device; and 

a Web page disclosing unit configured to transmit the Web page produced by the 
Web page production unit to the outside network; 
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wherein the outside communication device controls or monitors the home 
communication device by using the Web page received through the outside network. 

Edson teaches a method of utilizing a gateway interface to interconnect home 
and external media devices (Edson, figs. 1-2 and col. 5, lines 36-56). Edson further 
teaches the use of web pages to monitor or control the home communication devices 
(Edson, col. 1 1 , lines 20-40), enabling specific port numbers to carry out packet 
transmissions between networks (Edson, col. 8, lines 39-51), producing a global IP for 
packet relay to gateway (Edson, col. 10, lines 46-65), and protocol/coding conversions 
for data transmitted from the outside to internal destination devices (Edson, col. 6, lines 
44-56). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to have combined Kuriya and Edson to provide the communication 
system of Edson in the system of Kuriya, because doing so would provide a simple 
common interface for a home network composed of a variety of systems and appliances 
to access multiple external networks (Edson, col. 2, line 64 to col. 3, line 8). 

21. As per claim 13, Kuriya fails to teach the system further comprising a routing 
control unit configured to notify a specific port number to a connection device for 
carrying out a connection control for the home network and the outside network, and 
make a setting such that a packet transmitted to the specific port number will be 
transmitted to the communication relay device. 
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Edson teaches a method of utilizing a gateway interface to interconnect home 
and external media devices (Edson, figs. 1-2 and col. 5, lines 36-56). Edson further 
teaches the use of web pages to monitor or control the home communication devices 
(Edson, col. 11, lines 20-40), enabling specific port numbers to carry out packet 
transmissions between networks (Edson, col. 8, lines 39-51), producing a global IP for 
packet relay to gateway (Edson, col. 10, lines 46-65), and protocol/coding conversions 
for data transmitted from the outside to internal destination devices (Edson, col, 6, lines 
44-56). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to have combined Kuriya and Edson to provide the communication 
system of Edson in the system of Kuriya, because doing so would provide a simple 
common interface for a home network composed of a variety of systems and appliances 
to access multiple external networks (Edson, col. 2, line 64 to col. 3, line 8). 

22. As per claim 14, Kuriya fails to teach the system further comprising a routing 
control unit configured to notify a global IP address of the communication relay device to 
a connection device for carrying out a connection control for the home network and the 
outside network, and make a setting such that a packet destined to the global IP 
address will.be transmitted to the communication relay device. 

Edson teaches a method of utilizing a gateway interface to interconnect home 
and external media devices (Edson, figs. 1-2 and col. 5, lines 36-56). Edson further 
teaches the use of web pages to monitor or control the home communication devices 
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(Edson, col. 11, lines 20-40), enabling specific port numbers to carry out packet 
transmissions between networks (Edson, col. 8, lines 39-51), producing a global IP for 
packet relay to gateway (Edson, col. 10, lines 46-65), and protocol/coding conversions 
for data transmitted from the outside to internal destination devices (Edson, col. 6, lines 
44-56). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to have combined Kuriya and Edson to provide the communication 
system of Edson in the system of Kuriya, because doing so would provide a simple 
common interface for a home network composed of a variety of systems and appliances 
to access multiple external networks (Edson, col. 2, line 64 to col. 3, line 8). 

23. 1 5. The communication relay device of claim 1 , wherein the bridge processing 
unit also carries out at least one of a coding conversion, a protocol conversion and a 
bandwidth conversion for data entered from one of the outside network and the home 
network, and then transmits converted data to another one or the outside network and 
the home network. 

Edson teaches a method of utilizing a gateway interface to interconnect home 
and external media devices (Edson, figs. 1-2 and col. 5, lines 36-56). Edson further 
teaches the use of web pages to monitor or control the home communication devices 
(Edson, col. 11, lines 20-40), enabling specific port numbers to carry out packet 
transmissions between networks (Edson, col. 8, lines 39-51), producing a global IP for 
packet relay to gateway (Edson, col. 10, lines 46-65), and protocol/coding conversions 
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for data transmitted from the outside to internal destination devices (Edson, col. 6, lines 
44-56). 

It would have been obvious to one of ordinary skill in the art, at the time the 

invention was made, to have combined Kuriya and Edson to provide the communication 

system of Edson in the system of Kuriya, because doing so would provide a simple 

common interface for a home network composed of a variety of systems and appliances 

to access multiple external networks (Edson, col. 2, line 64 to col. 3, line 8). 

4 

24. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kuriya et 
al. (U.S. PGPub 2002/0152381) and Milliken (U.S. PGPub 2003/0115485). 

25. As per claim 12, Kuriya fails to teach wherein the first copyright protection unit 
realizes copyright protection by adopting at least one of a provision for limiting a TTL 
(Time To Live) field of a packet transmitted/received between the home communication 
device and the outside communication device to a specific value, a provision for using a 
link local address in an Internet protocol, and a provision for using a Ethernet frame as a 
transmission packet. 

Milliken teaches a method for enabling network security and protection in a 
system that may be exposed to malicious packets (Milliken, paragraphs 0029 and 0030) 
in a communication relay device (paragraph 0028) by limiting and monitoring time-to- 
live (TTL) fields to a specific value in order to create a protected network path (Milliken, 
paragraphs 0081 and 0082). 
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It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to have combined Kuriya and Milliken to provide the protection 
provisions of Milliken in the system of Kuriya, because doing so would enable protection 
from unauthorized packets when communicating over the internet (Milliken, paragraphs 
0003 and 0005). 

Conclusion 

26. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. This includes: 

U.S. Patent No. 7,219,227, which describes a method of data distribution to user 
terminals while enabling copyright protection; 

U.S. PGPub 2001/0034759, which describes a method of using a home network 
gateway device to enable a communication tunnel with remote destinations; and 

U.S. PGPub 2002/0083342, which describes a method of providing private 
device access to public network clients via authentication. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nicholas Taylor whose telephone number is (571) 272- 
3889. The examiner can normally be reached on Monday-Friday, 8:00am to 5:30pm, 
with alternating Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on (571) 272-3880. The fax phone number 
for the organization where this application or proceeding is assigned is (571) 273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Nicholas Taylor 
Examiner 
Art Unit 2141 
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